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Help for troubled login

Q1. I am unable to access DGFT application from web after I have updated my
Java.What to do?

Q2. How can I set up JVM setting on my system ?

Q3. How can I sure the JVM is compatible to browser (Internet Explorer) ?

Q4. Setting up of Security Policy for JVM.

Q5. Why am I getting the message while filing the application " ERROR WHILE
SENDING OUTPUT/Error Receiving Input" ?

Q6. What are the Compatibility view setting and how I can set up on my PC/Laptop ?

Q7. How do I attach documents and digitally sign it?

Q8. How will T know that my file has been successfully signed and submitted?

Q9. I am not getting the e-commerce page for filing the application?

Q10. Why after logging on the DGFT application either by password or using digital

certificate I am not getting any message after Ecom Reference Number is successfully
created?

Q11. Why after logging into the DGFT application either by password or using digital
certificate I am on same login page?

Q12. What is the proper setting of Internet explorer and how can I set up?



Q1. I am unable to access DGFT application from web after I have updated my
Java. What to do?

Whenever a Java upgrade is available it gets installed on client PC knowingly or unknowingly.
These new upgrades reset the old setting and many a times impose new security restrictions
which stop it from application from web like DGFT online applications. If you are facing similar
problems please do the following settings in your system:

a) Setup JVM setting on your system
b) Setup security policy for JVM on your system

Q2. How can I set up JVM setting on my system?

@) From the Start >>Control Panel >> Add/Remove Options remove the earlier JVM. Download

and install JVM from the URL http://www.java.com/en/download/manual.jsp or http://java-
virtual-machine.net/download.html
(i) During the JVM installation system will show the path where the new JVM will

be installed. (For eg. C:\


http://java-virtual-machine.net/download.html
http://java-virtual-machine.net/download.html
http://java-virtual-machine.net/download.html
http://www.java.com/en/download/manual.jsp

(iii) After the successful installation of JVM Go

to Control Panel - > Click JAVA Control Panel
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[¥F] Enable Jawva content in the browser

Security level for applications not on the Exception Site list

Very High - Only Jawva applications identified by a certificate from a trusted authority are
alloveed to run, and only if the certificate can be verified as not revoked.

High - Jawva applications identified by a certificate from a trusted authority are allowed to
run, even if the revocation status of the certificate cannot be wverified.

Exception Site List
Applications launched from the sites listed below will be allowed to run after the appropriate security
prompts.

http:ff10.21. 70. 1499
http:/f10.21.70. 189
hitp: /f10.248. 174.7

Edit Site List...

Restore Security Prompts ] [ Manage Certificates...

Enable the Check Box for Java Content in Browser



Select |Security Level High Radio button
Press Edit Site List
enter IP :
To be Added by Exporter

http:/idgftebrc.nic.in
http:/idgft.gov.in

http://dgftcom.nic.in
http:// 164.100.128.143

http:// 164.100.128.146

To be added by RA officials

http:/idgftebrc.nic.in
http:/idgft.gov.in
http://dgftcom.nic.in

http:// 164.100.128.145
http:// 164.100.128.146

Press Ok Button.

iv) GOTO Advance Tab

Select Show Consol option under Heading Java Consol as shown below :

| Java Control Pa
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1 Imstall if hinted and shortout
3 Mewver install
Securs Execution Environment
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Cancel



http://dgft.gov.in/
http://dgft.gov.in/
http://dgftebrc.nic.in/
http://dgft.gov.in/
http://dgft.gov.in/
http://dgftebrc.nic.in/

(iv)After installing it please restart machine and try to run the application.

Q3. How can I sure the JVM is compatible to browser (Internet Explorer).

If the following screen appears.

@ http:/fdgftcom.nicin/CallModule.asp?sch=5DES

This application is designed to run on IE8 or higher version and java run time
environment version 1.6 or higher.

We have detected that you are trying to run the application from a non compatible
environment.

1. Download and install latest JVM from websites www.java.com or
WWW.java.sun.com

2. Clear cache of your browser and access the application again

It means that compatible version of JVM is not installed as per your browser (Internet Explorer). Follow
Question2.



Q4. Setting up Security Policy for JVM

1) Once the JVM installed properly on your machine invoke the JAVA Consol through CONTROL
PANEL —> JAVA -> Advanced TAB -> Show Consol option.

2) Once the JVM installed properly on your machine invoke the JAVA Consol through CONTROL
PANEL —> JAVA -> Java on Java Consol Panel -> View option.

Note down the path of the folder where JVM is installed on your machine.

Platform Product Location Path Runtime Parameters Enabled
1.8 |1.8.U_25 |h1:t|:\:,,","jaua.s... F::\Program Files‘-,:la'u'a...l | ]

For eg : c:\Program File\Java\jre1.8.0_25

Go to folder C:\Program Files\Java\jrel.8.0_25\lib\security using Window Explorer and

open the Java.policy file in the notepad. File content will be like this

Now copy the content permission java.security.AllPermission;

Add this lines at the end of the file as shown in the highlighted text.



B TextPad - C\Program Files\Java\jdk1.8.0_131\jre\lib\security\java.policy *
File Edit Search View Tools Macros  Configure  Window  Help

Nl BERE LEBE DS B AR Fot T e ) , i Findincrementally {} {1 [ Match case
/ javapolicy ® X

// that you specify, because Thread.stop() is potentially unsafe.
// See the API specification of java.lang.Thread.stop() for more
// information.

permission java.lang.RuntimePermission "stopThread”;

// allows anyone to listen on dynamic ports
permission java.net.SocketPermission "localhost:0", "listen";

// "standard" properies that can be read by anyone

permizssion java.util.PropertyPermission "java.version", "read";
permizssion java.util.PropertyPermission "java.vendor"™, "read";
permission java.util.PropertyPermission "java.vendor.url", "read";
permission java.utlil.PropertyPermission "java.class.version", "read":
permission java.util.PropertyPermission "os.name", "read":
permission java.util.PropertyPermission "os.version", "read";
permission java.util.PropertyPermission "os.arch", "read";
permizssion java.util.PropertyPermission "file.separator”, "read";
permiszsion java.util.PropertyPermission "path.separator”, "read";
permission java.utll.PropertyPermission "line.separator", "read";

permission java.util.PropertyPermission "java.specification.version", "read";
permission java.util.PropertyPermission "java.specification.vendor”, "read";
permizssion java.util.PropertyPermission "java.specification.name", "read";
permission java.util.PropertyPermission "java.vh.specification.version", "read";
permission java.utlil.PropertyPermission "java.vm.specification.vendor", "read";
permission java.util.PropertyPermission "java.vm.specification.name", "read";
permission java.util.PropertyPermission "java.vm.version", "read";

permizssion java.util.PropertyPermission "java.vm.vendor®, "read";

permizsion i pti tyPermizsion "java.vm.name", "read";
security.AllPermission,

I

Search Results
Search Results | &4/ Tool Output

Save this file. Please note that if system setting not allows you to modify the content than save it in the
temporary folder say c:\temp first. Copy this java.policy file to folder C:\Program
Files\Java\jre1.8.0_25\lib\security. Restart the system.



Q5. Why am I getting the message while filing the application "
ERROR WHILE SENDING OUTPUT /Error Receiving input"?
A." ERROR WHILE SENDING OUTPUT (java.net.SocketPermission

164.100.128.143:8100 connect,resolve) Message will come due to following
reasons

() It means you have not properly updated 'Java.policy' as per question 4.
(i) Various ports make be blocked on your Proxy Server(Please ensure that port 8100
is enabled).

B. ' Error Receiving Input ' will come due to following reasons

(i) The speed of the ISP(Internet Service Provider) at your end is slow and you are not
the able to establish link with our server.

(v) You are working behind proxy so please ensure that LAN (Local Area
Network) settings at your end should be correct.

(i) Various ports are blocked on your Proxy Server(Please ensure that port 8100
is enabled).

(Please Note: Clean the Cache of the browser from the Internet options of the
Tools Menu. Remove temporary internet files, cookies and history items from the
browser regularly)



Q6. What are the Compatibility view setting and how I can set up on my
PC/Laptop ?

Compatibility view settings are necessary whenever you are using digital signature for ECOM
applications at DGFT server. Some time IE browser do not display the content properly . Therefore
make sure that your compatibility view settings are set. Perform the following steps:

Step1:

Open IE -> Select Compatibility View -> enter

To be Added by Exporter

http://dgftebrc.nic.in
http://dgft.gov.in

http://dgftcom.nic.in
http:// 164.100.128.143

http:// 164.100.128.146

To be added by RA officials

http:/ldgftebrc.nic.in
http:/idgft.gov.in

http:/idgftcom.nic.in
http:// 164.100.128.145

http:// 164.100.128.146

Press ADD button. Select both the checkboxes shown below followed by Close button.


http://dgft.gov.in/
http://dgft.gov.in/
http://dgftebrc.nic.in/
http://dgft.gov.in/
http://dgft.gov.in/
http://dgftebrc.nic.in/
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Step2 : SET POP UP BLOCKER TURNED OFF

IE -> TOOLS -> SET POPUP TURNED OFF

Q7. How do I attach documents and digitally sign it?

In all the online Licensing applications there is a Attachment of Documents
Button on the main dialog of any Licensing module. On selecting this
button following dialog will appear



Document Signing & Verification

Ecom RefNo. [12/24/567/82000/0552/7C  Doc. Type [TECSPC | Technical Specifications/rite u v

Date From To | IEC Type DGFT-CGD v

Upload Documents Find | Delete Clear Show | Close

12/34/567/39000/0552/8705 PURCHOWDF DGFT-CGO Purchase Order
12/34/567/89000/0552/8705 ENDUCR\PDF  DGFT-CGO  End User Cerificate
12/34/567/89000/0552/8705 CONAGOWDF DGFT-CGO  Contract’AgreementMold Part0
12/34/567/89000/0552/8705 ANMFPRFPDF  DGFT-CGO  Aayat Miryat Form (AMF-1 (profile of Expo

£ >

Click the Upload Documents Button as on the left side of the above dialog
when the Document/File Sign and Upload dialog will appear on a new page.
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Select the Browse Button as on the right hand side

When you click the browse button the Choose dialog will appear as

© v 1 | <« SCOMET-REDESIGN » scometdoc v
Organize - Mew folder
B Desktop 2 Mame :
4 Downloads
. || 0199039500024M19
1= Recent places
T ANFT
L ANF2E
1M This PC i
Ei] covering_letter
m Desktop

| Documents

3 Downloads

W Music

=| Pictures

g Videos

i, Local Disk (C3)

—a Data (Dv)

#f CD Drive (G:) es2 ,

L e-BRC_doc_1.2.2

'EC] eMudra Certificate Problem with ICICI Ba...

Search scometdoc )
= -« [@ @
Date modified Type -
7/8/2018 £15 PM OXP5 File

12/4/20714 6:06 PM
12/4/2014 6:59 PM
12/4/20714 6:04 PM
7/30/2012 11:09 AM
7122012 5:08 PM

Adobe Acrobat D
Adobe Acrobat D
Adobe Acrobat D
Adobe Acrobat D

Adobe Acrobat D

Ei] endSusr 127472014 6:08 PM Adobe Acrobat D
'EC] flowchart & end User cert 6/19/2012 2216 PM  Adobe Acrobat D
T flowchart 6/19/2012 216 PM  Adobe Acrobat D
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=] IMWG_list 12/5/201411:27 AM HTM File
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>
File name: | flowchart v| | AllFiles () vl
| Open | | Cancel |

Select the required file that you have to attach and press the Open button.

The path of the file will automatically appear as given from your local system in the

File text box. Enter the subject name in the subject text box option.

(Please Note :The maximum size of the file to be attached should be note more

than 500KB)

Select the Document Sign Button at the bottom of the Document/File Sign and
Upload dialog at the when following Sign File dialog will box will appear as

follows:



i, Sign File -- [n]JCode Solutions [A Division of GHFC Lid.]

@ex (M|

lgzued T E wpiration Date

4
Lz

(= http://164.100.128.143:8100/DGFTDOC/UploadAuthlLetter,jsp - Internet Explorer
@|@ http://164.100.128.143:3100/DGFTDOC/UploadAuthlel O ~ & ” 2 164.100.128.143 ‘ |

File Edit View Favorites Tools Help

{_5 @ ecomp a DGFT Login @ EOMRA3S a Directorate General of For... @ ECOM33 a Mail.Gov . Directorate General of For... @ Untitled

Your document has been uploaded successfully.

In case you want to attach another document click Yes Button and give the path of

the file. Likewise repeat the above process for attaching other files.

(Please Note: You can scan the document before attaching. The files with
extension of type .pdf is only allowed.)



Q8. How will I know that my file has been successfully signed and submitted?

A. Select Submit Button on the main dialog of the application. Select the desired
Office Code from the drop down list and press OK Button. The submit message box
will be displayed as below.



4 Submit Messzage

i‘(ou have selected to file this application to : =
40 Jt DGFT Falta EPZ

You are Signing the application with Digital Signat
Proceed ?

<
4| | b
pceed wh“ar in a browser on

he bottom.

Select Sign&Submit Button to submit your application when the system will check
your private key (in case you are using you digital certificate) and in a new page
will appear with Application Submission Status : Successful.

Select Cancel Button if you don't want to submit your application.

Q9. I am not getting the e-commerce page for filing the application?

A. (i) It means either the internet connectivity is lost or it is the problem
of your browser which should be IE6.0.

(i) Please ensure that your browser is Java enabled.
(i) Please clean the Cache of your Browser (Remove Temporary Internet Files)
(v) DGFT Central server is down, please try after sometime.

(Please Note: Clean the Cache of the browser from the Internet options of the Tools
Menu. Remove temporary internet files, cookies and history items from the browser
regularly)



Q10. Why after logging on the DGFT application either by password or using
digital certificate I am not getting any message after Ecom Reference Number
is successfully created?

It is a due to JVM (Java Virtual Machine).

(i) At the time of logging into the application .the Download JVM link will appear to
download/install JVM

(ii)From the Start >>Control Panel >> Add/Remove Options remove the earlier
JVM. Download and install JVM from the

URLhttp://www.java.com/en/download/manual.jsp or http://java-virtual-
machine.net/download.html

(iii)After installing it please restart machine and try to run the application.


http://java-virtual-machine.net/download.html
http://java-virtual-machine.net/download.html
http://www.java.com/en/download/manual.jsp

Q11.Why after logging into the DGFT application either by password or using

digital certificate I am on same login page?

It is due to pop-up being blocked. Enable the pop-up blocker option from the menu
bar which enables the display of dialogs on your desktop.

For Window XP/2000/2003 machine you have to disable or Turn off
the popup blocker option.

Go to Internet Explorer --> Tools --> popup blocker --> click on Turn off pop-

up blocker as appearing in the following screen
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If the pop-up blocker is tuned on (Turn on pop-up blocker)then the pop -up blocked
message will appear below the address bar .Select the option Always allow Pop-
ups from the site to enable the pop-up option.
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Q12. What is the proper setting of Internet explorer and how can I set up?

Invoke IE -> Internet Option ->

General ISEC’LH’I-tY I Privacy I Content I Connectons I Programs I Aduaﬁcedl a
Home page
@ To create home page tabs, type each address on its own line. '
-
[ Use current ] [ Use default ] [ Use new tab ]
Startup

Start with tabs from the last session
@) Start with home page

Tabs

Change how webpages are displayed in tabs.

Browsing history

Delete temporary files, history, cookies, saved passwords, and web
form information.

Delete browsing history on exit

[ oeew.. [ setwss |
[ Gsters ] [ iensusses | [ Fenes | [ Accessbity ]
o5 [ eme ][ ey

Screen 1

Click Security Tab -> Select Internet Zone

Select a zone to view or change security settngs.

@ @ v O

Local intranet Trusted sites Restricted
sites
Intermet 7
o . - Sites
e This zone is for Internet websites, !
except those listed in trusted and

restricted zones.
Security lewvel for this zone

Custony
Custom settings.
- To change the setbngs, dick Custom lewel.
-To use the recommended settings, dick Default level.

] Enable Protected Mode {requires restarting Internet Explorer)
[ Custom lewvel. .. ] [ Default lewvel ]

[ Reset all zones to default lewvel ]




Screen 2
Select Custom Level.

Now set the different Option as shown below

stemnt,;seu:r:%r. e

‘ Settings
Ciid .MET Framework -~

&% Loose XAML =
) Disable

@) Enable
) Prompt

L;ﬂﬂ‘i *AML browser applications
) Disable
3 Enable
@) Prompt

et wPSs documents
) Disable
@ Enable
3 Prompt

% .MET Framework-reliant components

B Permissions for components with manifests
T Nieokla
4 [ | [

*Takes effect after you restart your computer

Reset custom settings

Beset 0! |medium-high (default) -] [ Rmeser.. |
Screen 3
Security Settings - 1
Settings
1 B .MET Framework-reliant components |Z|
& Permissions for components with manifests
) Disable |:|

@ High sSafety

& Run components not signed with Authenticode
) Disable
@ Enable
) Prompt

e Run components signed with Authenticode
) Disable
@) Enable
) Prompt

L] ActiveX controls and plug-ins

(| Allow ActiveX Filbering

) Disable
=

= Emahla
< | (11 | 3

*Takes effect after you restart your computer

Reset custom settings
Resetto:  [mMedium-high (default) =] [ _Reser.. |

Screen 4



Settngs

L]

ActwveX controls and plug-ins

.!. allow ActiveX Filtering

) Disable

@ Enable

Allow previously unused ActiveX controls to run without promr
) Disable

@ Enable

@ | Allow Scriptiets

) Disable

@ Enable

) Prompt

Automatic prompting for ActiveX controls
) Disable

@) Enable

.i. Binary and script behawviors
T Admminictrober aneeososad

|w]

|w]

Sl

K

*Takes effect after you re%i-e:éhcgﬂmber

|#| Binary and script behaviors
(71 Administrator approved
) Disable
@ Enable —
|#| Display video and animation on a webpage that does not usel |
(7} Disable
@ Enable
|#| Download signed ActiveX controls
(7} Disable
) Enable {not secure)
@ Prompt {recommended)
|#| Download unsigned ActiveX controls
(7)) Disable {recommended)
7) Enable {not secure)
@ Prompt

5 -
| Trmibisliza and errint AcbuaV canbrale it markad e cafa Far o

1]

I | k

*Takes effect after you restart your computer

Reset custom settings
Resetto: | Medium-high (default)

Screen 6



|@| Initialize and script ActiveX controls not marked as safe for s-E|
3 Disable recommended)
3 Enable (not secure)
@) Prompt
Only allow approved domains to use ActiveX without prompt
1 Disable
@) Enable
|| Run Activex controls and plug-ins
(3 Administrator approwved
i Disable
@) Enable
i Prompt
|w| Run antimalware software on ActiveX controls
3 Disable
@) Enable

R e P e

)
< | N -

*Takes effect after you restart your crf)m‘pu_lber

Reset custom setbings

i!', Script ActiveX controls marked safe for scripting™
() Disable
@) Enable
) Prompt
=% Downloads
| File download
() Disable
(@) Enable
|## Font download
() Disable
@ Enable
) Prompt
|#% Enable .MET Framework setup
() Disable
@ Enable

| Micallzmami e

4 | (Il

*Takes effect after you restart your computer

Reset custom settings

Resetto:  |Medium-high (default)

Screen 8



Settings

L_| Miscellanscus
| Access data sources across domains
0 Disable
@ Enable
3 Prompt
| Allow dragging of content between domains into separate wi
T Disable
@ Enable =
| Allow dragging of content between domains into the same wi
3 Disable
@ Enable
L | Allow META REFRESH
) Disable
@ Enable

L Allow scripting of Microsoft web browser control
AN e mble

< ‘Screen 9 '

*Takes effect after you restart your computer

|| Allow scripting of Microsoft web browser control
(7)) Disable
@) Enable

| Allow script-initiated windows without size or position constra
() Disable
@) Enable

| Allow webpages to use restricted protocols for active conten
(7)) Disable
) Enable [H
@ Prompt

| Allow websites to open windows without address or status b,
() Disable
@) Enable

|| Display mixed content
() Disable

T Enohla
« | L

*Takes effect after you restart your computer

Reset custom settings
Resetio: | Medium-high (default)

Screen 10



Settings

__| Display mixed content
) Disable
) Enable
@) Prompt
__| Don't prompt for dient certificate selection when only one ce
() Disable
@) Enable
Drag and drop or copy and paste files
) Disable
@) Enable
) Prompt
Enable MIME Sniffing
) Disable
@) Enable

Include local directory path when uploading files to a server I_
T Mie bl ll
4 | [0 |

L

|-

|-

*Takes effect after you restart your computer

Reset custom settngs

Reset to: Medium-high (éemg; -

Settings

|| Enable MIME Sniffing B
() Disable
(@ Enable
| Indude local directory path when uploading files to a server
) Disable
@) Enable
| Launching applications and unsafe files
) Disable
() Enable {not secure)
@ Prompt recommended)
| Launching programs and files in an IFRLAME
() Disable
() Enable {not secure)
@ Prompt {recommended)

| Mavigate windows and frames across different domains
T Mieskla
4 | (I} ]

*Takes effect after you restart your computer

Reset custom setiings
Besetto: | Medium-high (default)

Screen 12



Settings

L | Mavigate windows and frames across different domains E|
) Disable
@) Enable
) Prompt
Render legacy filters
(@) Disable
) Enable
Submit mnon-encrypted form data
) Disable
@) Enable
) Prompt
L | Use Pop-up Blocker
@) Disable
) Enable
| Use SmartScreen Filter
=

— T Mie bl
4 NI ] r

*Takes effect after you restart your computer

L

|-

i

Reset custom settngs

Reset to: Medium-high (ggg&" 13 - Reset... |

Settings

L | Use SmartScreen Filter
) Disable
@ Enable

L | Userdata persistence
) Disable
@ Enable

__| websites in less privileged web content zone can navigate in
) Disable
@ Enable
) Prompt

=] Scripting

=0 | Active scripting
) Disable
@ Enable
) Prompt

=1 Allmuar Drovcrammmabcs dinhozoed scroce
£ TET

*Takes effect after you restart yvour computer

Reset custom settings
Resetio! | medium-high (default)
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Security

Settngs

) Disable
) Enable
@ Prompt
=0| Allow status bar updates via script
) Disable
@ Enable
=0 | Allow websites to prompt for information using scripted winde
) Disable
@ Enable
=f | Enable XS5 filter
1 Disable
@ Enable
=0 | Scripting of Java applets
) Disable
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% Allow Programmatic cipboard access E|

*Takes effect after you restart your computer

Reset custom settings Scre—en 15

Reset to: [Medil.m—high ({default) -~ ] [ Reset...

Settings

() Disable
@) Enable
=0 Enable X55 filter
™) Disable
@) Enable
| Scripting of Java applets
() Disable
@) Enable
) Prompt
82, User Authentication
82 Logon
) Anonymous logon
@) Automatic logon only in Intranet zone
) Automatic logon with current user name and password
) Prompt for user name and password
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*Takes effect after you restart your computer

Reset custorm settings

Resetto: | Medium-high (default)

Screen 16




